United States Patent and Trademark Office 



UNITED STATES DEPARTMENT OF COMMERCE 
I nilid Stall-, Patent and Trademark Office 

Address: COMMISSIONER FOR PATENTS 



APPLICATION NO. 



10/586,014 



FILING DATE 



07/14/2000 



FIRST NAMED INVENTOR 



ATTORNEY DOCKET NO. CONFIRMATION NO. 



29683 7590 11/06/2009 

HARRINGTON & SMITH, PC 
4 RESEARCH DRIVE, Suite 202 
SHELTON, CT 06484-6212 



THIER, MICHAEL 



PAPER NUMBER 



DELIVERY MODE 



Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 



PTOL-90A (Rev. 04/07) 



l/ffflrC? nVrliUli Otfff Iff ids y 


Application No. 

10/586,014 


Applicant(s) 

OOMMEN, PAUL 


Examiner 

MICHAEL T. THIER 


Art Unit 

2617 





- The MAILING DATE of this communication appears on the cover sheet with the correspondence address — 
Period for Reply 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1 .704(b). 

Status 

1 )KI Responsive to communication(s) filed on 14 September 2009 . 
2a )^ This action is FINAL. 2b)D This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 

Disposition of Claims 

4) ^ Claim(s) 1-50 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) EI Claim(s) 1.3-15.24.26-30.32-43.47.48 and 50 is/are rejected. 

7) [3 Claim(s) 16.18-23 and 44-46 is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) Q The specification is objected to by the Examiner. 

10) ^ The drawing(s) filed on 14 July 2006 is/are: a)^ accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

1 1) D The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12) D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 
a)D All b)D Some * c)D None of: 

1 .□ Certified copies of the priority documents have been received. 

20 Certified copies of the priority documents have been received in Application No. . 

3.Q Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 



Attach ment(s) 

1) D Notice of References Cited (PTO-892) 4) □ Interview Summary (PTO-41 3) 

2) □ Notice of Draftsperson's Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. . 

3) Information Disclosure Statement(s) (PTO/SB/08) 5 ) □ Notice of Informal Patent Application 
Paper No(s)/Mail Date 9/14/2009 . 6) □ Other: . 



PTOL-T26 d (Rev e 08-06r 



Office Action Summary 



Part of Paper No./Mail Date 20091030 



Application/Control Number: 10/586,014 Page 2 

Art Unit: 2617 

DETAILED ACTION 

Information Disclosure Statement 

1 . The information disclosure statement (IDS) submitted on 9/14/2009 has been 
entered and considered by the examiner. 

Response to Arguments 

2. Applicant's arguments filed 9/14/2009 have been fully considered but they are 
not persuasive. 

Applicant argues that Cook does not teach the request being expressed in 
a first protocol, specifically a signaling protocol, and that the packaged message 
is then expressed in a second protocol, specifically an internet protocol. 

In response to applicant's argument, the examiner respectfully disagrees. It is 
explained in column 5 lines 32-34 that a suitable protocol for the update parameter is 
IS-683. The examiner is interpreting the update parameter as the request, and if the 
protocol utilized for the update parameter is IS-683, then the update parameter is clearly 
"expressed" in a first protocol, and thus the first protocol is clearly a signaling protocol. 
The examiner understands the fact that the update parameter, which can be interpreted 
as the request received at the first server, is using an IS-683 protocol to understand that 
the request is thus "expressed" in a first protocol. Further, the packaged message that is 
sent from the server to the mobile is clearly "expressed" in a second protocol as 
explained in column 6 lines 39-47. The message is transmitted in accordance with 
CDMA data channel standard for data services IS-707, which is a known over the air 
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internet protocol. Thus, the teachings of Cook, do in fact teach the limitations as 
claimed. 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

4. Claims 1 , 3, 4, 6, 7, 24, 26-29, 32-36, 47, 48, and 50 are rejected under 35 
U.S.C. 102(b) as being anticipated by Cook etal. (US 6577614). 

Regarding claims 1, 24, 27, and 28. Cook teaches a method, apparatus and 
machine readable program for (i.e. first server) communicating with a mobile station in 
order for the mobile station to update a security-related parameter (abstract, column 2 
lines 20-35, and column 3 lines 52-56), comprising: 

a memory (column 3 lines 58-59, i.e. server holds the update parameters, and 
thus has a memory); 

a processor (i.e. column 5 lines 39-49 and lines 58-66, the server and base 
station perform steps such as transmitting, receiving, and adding data service layers 
and protocols, and thus would inherently contain some processor); 

determining by a first server, that a request expressed in a first protocol has 
been made by a second server for updating the security-related parameter on the 
mobile station (figure 3 item 124, further column 2 lines 21-31, i.e. the base station 
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(which is read on as the first server) receives an update parameter from the server 
(read on as the second server), and is configured to send the update parameter to the 
mobile. Therefore, the base station has determined that a request has been made by 
the second server (i.e. server of Cook) for updating a parameter of the mobile station. It 
can further be seen in column 3 lines 53-56 that the update parameters can be updates 
such as authentication, which clearly reads on a security related update parameter. The 
update parameter is in a suitable protocol such as IS-683-A (column 5 lines 32-34), and 
thus the request message, which is the update parameter, is in a first protocol); and 

in response to determining, packaging the request in a message expressed in a 
second protocol and communicating the message to the mobile station (figure 3 item 
126, further column 2 lines 28-36, column 5 line 58 to column 6 line 2, and column 6 
lines 45-47, i.e. second protocol is is-707 data channel standard, i.e. IS-707 is a known 
internet protocol) 

wherein the first protocol comprises a signaling protocol (column 5 lines 32-34, 
i.e. a suitable protocol for the update parameter is IS-683-A, and thus the first protocol 
is a signaling protocol) and the second protocol comprises an internet protocol (column 
6 lines 45-47, the update parameter is sent to the mobile over the data channel in 
accordance with CDMA data channel standard IS-707, which clearly reads on a internet 
protocol standard, since it is an over the air internet protocol), wherein packaging and 
communicating are performed by the first server (column 5 lines 58-65). 

Regarding claims 3 and 32. Cook further teaches wherein the signaling 
protocol further comprises an over-the-air management protocol (column 5 lines 28-34, 
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i.e. OTA using IS-683-A), and wherein the internet protocol further comprises an over- 
the-air internet protocol (column 5 lines 62-65, i.e. OTA IS-707). 

Regarding claims 4 and 33. Cook further teaches wherein the over-the-air 
management protocol comprises an IS-683 management protocol (column 5 lines 32- 
39), and the over-the-air internet protocol further comprises an Internet Protocol (IP)- 
based Over-The-Air (IOTA) Device Management protocol (column 5 lines 47-64, i.e. 
protocol selected from the TCP/IP protocol family, and further IS 707, where IS-707 is a 
known IP over CDMA protocol, thus an IOTA). 

Regarding claims 6, 26, 34, 35, and 50. Cook further teaches wherein: the 
request is further expressed in a first management protocol (column 5 lines 27-50, IS- 
683 is the first management protocol); and packaging further comprises packaging the 
request in the message, where the message is expressed in a second management 
protocol in addition to the second protocol (column 5 lines 58-64, IS-95 management 
and IS-707 ip protocol). 

Regarding claims 7 and 36. Cook further teaches wherein: the request 
comprises a trigger to cause the mobile station to begin operations to update the 
security-related parameter (column 5 line 65-column 6 lines 2, i.e. the mobile removes 
the layers to reveal the update parameter, thus can be read that some "trigger" was 
included to have the mobile perform these steps); and packaging further comprises 
packaging the request in the message, where the message is expressed in a 
management protocol in addition to the second protocol (column 5 lines 58-64). 

Regarding claims 29, 47, and 48. Cook teaches a method and mobile station 
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to update a security-related parameter (abstract), comprising: 
at least one memory (figure 2 item 72); 

at least one processor coupled to the at least one memory configured to (column 
5 lines 66 to column 6 line 2, i.e. steps such as receiving and removing layers are 
perform and placing the parameters in memory, thus the mobile inherently contains 
some processor); 

receiving, by a management server, a message expressed in a first protocol from 
a server and comprising a request for the mobile station to update the security related 
parameter, the request expressed in a second protocol (figure 3 item 126, further 
column 2 lines 21-36, i.e. the base station (which can be read on as the server) receives 
an update parameter from the server (can also be read on as the server), and is 
configured to send the update parameter to the mobile. Therefore, the mobile station 
has received a request from a server (i.e. from the base station, or even interpreted as 
from the server through the base station) server for updating a parameter of the mobile 
station. It can further be seen in column 3 lines 53-56 that the update parameters can 
be updates such as authentication, which clearly reads on a security related update 
parameter. Also, the first protocol idea can be understood from column 5 lines 28-32 
and 39-50, i.e. IS-683 is a signaling protocol, and the update parameter utilizes the IS- 
683, and the second protocol idea can be understood from column 5 line 58 to column 6 
line 2 and column lines 45-47, i.e. second protocol is IS-707 data channel standard, 
which reads on an internet protocol); and 

performing, in response to the message, at least one operation in order to update 
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the security related parameter, (column 5 line 66 to column 6 line 12, i.e. the mobile 
receives the update parameter and removes a number of layers to reveal the original 
updates) 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 5, 8-13, 30, 37-39, and 41-43 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Cook et al. (US 6577614) in view of Ala-Laurila et al. (WO 
01/39538). 

Regarding claims 5 and 30. Cook teaches the limitations of the previous 

claims. 

However, he does not specifically disclose determining that the mobile station 
has updated the security-related parameter, and communicating a response expressed 
in the second protocol to the second server, the response indicating that the mobile 
station has updated the security-related parameter. 

Ala-Laurila teaches a system and method for updating security associations of a 
mobile during handover (title and abstract). He teaches the idea of determining that the 
mobile station has updated the security-related parameter (page 18 lines 29-30), and 
communicating a response expressed in the second protocol to the second server 
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(page 18 line 30 to page 19 line 9), the response indicating that the mobile station has 
updated the security-related parameter (page 19 lines 5-9). 

Therefore it would have been obvious for one of ordinary skill in the art at the 
time of invention to utilize the teachings as in Ala-Laurila with the teachings as in Cook. 
The motivation for doing so would have been to provide an efficient way to maintain an 
established security association (Ala-Laurila page 9 lines 8-9) 

Regarding claims 8-9, and 37-38. Ala-Laurila further teaches wherein the 
security-related parameter comprises an authentication key (i.e. and authentication key 
thus reads on a security key), (page 7 lines 16-22) 

Regarding claims 10 and 39. Ala-Laurila further teaches wherein: the security- 
related parameter comprises one of an authentication key or a security key (page 7 
lines 16-22); and Cook further teaches the security-related parameter is defined by a 
Code-Division Multiple Access (CDMA) standard (column 4 lines 45-52). 

Regarding claims 11 and 41. Ala-Laurila further teaches communicating at 
least one additional message expressed in the second protocol to the mobile station 
(page 18 lines 23-24), the at least one additional message comprising at least one 
command defined to cause the mobile station to determine the security-related 
parameter (page 18 line 29 to page 19 line 3). 

Regarding claims 12 and 42. Ala-Laurila further teaches communicating a first 
message and a second message expressed in the second protocol with the mobile 
station (figure 2 MAC_Authenticate_Req contains the first and second message, i.e. 
ap_response,ap_challenge, and other info), the first message comprising a first 
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command defined to cause the mobile station to compute a first value (figure 2, i.e. 
response to ap_challenge is calculated, thus a value is calculated based on the first 
message), and the second message comprising a second value and a second 
command defined to cause the mobile station to compute the security-related parameter 
by using the first and second values (figure 2, i.e. SA parameters are updated in 
response to the MAC_Authenticate_Req and if the ap challenge is successful). 

Regarding claims 13 and 43. Cook further teaches wherein: the message is a 
first message (figure 3 item 126the update parameter of Cook reads on a first 
message); and Ala-Laurila further teaches the method further comprises receiving a 
second message comprising an indication of a version of the security-related parameter 
(figure 3, HO request received at the new AP contains SA), the second message 
expressed in the second protocol (Cook column 5 lines 28-63 explains the first and 
second protocols); and communicating a third message, expressed in the first protocol 
and comprising the indication, to the second server (figure 3 HO_response reads on a 
third message). 

7. Claims 14, 15, and 40 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Cook et al. (US 6577614) in view of Leung et al. (US 2004/0224666). 
Regarding claims 14 and 40. Cook teaches the limitations of the previous 

claims. 

However, he does not specifically disclose receiving an additional message 
comprising at least one parameter, the at least one parameter indicating whether or not 
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the mobile station supports a certain provisioning protocol. 

Leung teaches a system and method for network initiated parameter updating of 
a mobile station over the air (title and abstract). He teaches in column 7 lines 10-13 that 
the base station (i.e. server) receives a message that provides the protocol capabilities 
of the mobile station. Therefore, this clearly reads on at least one parameter indicating 
whether the mobile station supports a certain protocol, since it notifies the protocol 
capabilities of the mobile. 

Therefore it would have been obvious for one of ordinary skill in the art at the 
time of invention to utilize the teachings as in Leung with the teachings as in Cook. The 
motivation for doing so would have been to provide a secure method and apparatus for 
updating parameters in a mobile station. (Leung column 2 lines 59-61) 

Regarding claim 15. Leung further teaches in response to the at least one 
parameter indicating that the mobile station does support the certain provisioning 
protocol, performing a first collection of steps (column 7 lines 1 1-25, after the mobile 
sends the protocol capability message a service program lock procedure is initiated, a 
password is compared and if it matches programming the mobile with appropriate 
information is performed, thus reading on performing steps after an indication that the 
mobile supports certain provisioning protocol (i.e. since the mobile provides its protocol 
capability); and in response to the at least one parameter indicating that the mobile 
station does not support the certain provisioning protocol, performing a second 
collection of steps (column 7 lines 21-25, i.e. should the password be correct the OTA 
programming is allowed, thus if the password is not correct it is not allowed, and thus a 
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second collection of steps is performed as compared to the first steps when the 
password is correct). 

Allowable Subject Matter 

8. Claims 16-23, and 44-46 are objected to as being dependent upon a rejected 
base claim, but would be allowable if rewritten in independent form including all of the 
limitations of the base claim and any intervening claims. 

Conclusion 

8. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

9. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to MICHAEL T. THIER whose telephone number is 
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(571)272-2832. The examiner can normally be reached on Monday thru Friday 7:30- 
4:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Patrick Edouard can be reached on (571) 272-7603. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/MICHAEL TTHIER/ 
Examiner, Art Unit 2617 
10/30/2009 

/Patrick N. Edouard/ 

Supervisory Patent Examiner, Art Unit 2617 



